One of the best ways to learn cryptography is to exercise their skills on encrypting and decrypting algorithms through different examples on corresponding cryptosystems (RSA [5] The Maple algorithm presented, generate diagnostic exercises, in which all error paths lead to different answers. Using it one can easily generate exercises that are sound so a student who makes errors in algorithm steps computing will get the wrong answer. This conclusion can also be used even in constructing algorithms not only in cryptography but also in other disciplines for example generating matrix different types matrix equations and being sure about the number of solutions without solving them first, or generating economic examples ect…
Introduction
Information Comunication Technology has advanced rapidly in the recent years, transforming not only the lyfe style of the human society but also economical and financial relations. Parallell to the benefits provided by the expansion of ICT, multiple risks related to security of this systems have been raised. The security issue has atracted important investments in industrialized countries, meanwhile in less developed countries these investments have been more modest, although the threats are presented uniformally in the globalized network. Our study concerned some services of e-banking and e-commerce in the Balkan Region and in the Southern Mediterranean Region. It is very important that corporates that apply Information Computer Technology tools to have the ability to implement some software in PC, telephones, credit / debit cards, and in many electronic objects which can be used as surveillance equipment or objects on which depends the personal security (privacy), many business security or banks to the security of the state, etc... In this paper are presented some algorithms examples that generate strong or diagnostic cryptographic examples. Initially are presented the analytical algorithms for encryption and decoding protocols reviewed and cryptosystems, mistakes that can be made during the generation of examples and ways to avoid each of these mistakes. Once submitted the problem and ways are needed to build the examples that are avoiding these mistakes, some algorithms appear in Maple, Java or C + + for each case. Through the execution of these algorithms, one can generate strong examples or diagnostic examples depending on the program algorithm build. The goal of these paper is to generate not only strong examples or diagnostic examples for students but also to generate cryptosystems and protocols parameters such that the cryptosystem or the protocoll will be more secure.So the Maple and JAVA algorithms presented here, generates parameters for a secure cryptosystem and protocol.
Massey -Omura Cryptosystem
Encoding And Decoding Algorithm [5] • We suppose that everyone has agreed upon a finite field Z p which is fixed and publicly known.
• Each user of the system secretly selects a random integer u, r between 0 and p -1 such that g.c.d. (u, p -1) = 1 and (r, p-1) =1.
• Using the Euclidean algorithm, computes its inverse v=u -1 mod(p-1) and s=r -1 mod(p-1)
• If user A (Alice) wants to send a message M to user B (Bob), first she need to convert the alphanumeric message to numeric message M, then computes M 1 =M u mod p and sends it to Bob • Without attempting to make sense of it, he raises it to his r and sends 
sending it back again to Bob.
• He can read the message just by raising this to the s-th power 
Every cryptosystsem example has to be generatet in such way that the student can not arrive at the solution without passing throwght all correct algorithm steps. To make it possible (to build strong cryptographic examples or diagnostic samples) during encryption should be noted that: First of all, notice that it is absolutely necessary to use a good signature scheme along with the Massey-Omura cryptosystem. Otherwise, any eavedroper E (Evi) who is not supposed to know the message M could pretend to be Bob at the first step of the cryptosystem algorithm. Not knowing that an intruder was using his own r', she would proceed to raise to the v and make it possible for Eve to read the message. This is one of the reasons for requiring that communicating through chipertext throwght this kriptosistem become in real time. So both parties that participate have to be online during communication. Without this assumption, the scheme is not secure. An other way to secure the comunication is that, the message
from Bob to Alice must be accompanied by some authentification, i.e., some message in some signature scheme which only Bob could have sent. To avoid interference of eavedroper Evi at the first step of communication between Alice and Bob, could also use an enhancement of Massey -Omura cryptosystem like EMO1 or EMO2. Theese one rather than an enhancement can be seen as a simultaneous action of EMO1 and RSA cryptosystem which may be presented in another paper. Basically there is a selection of a not prime public key for which is difficult to factorize in two prime numbers. And then are followed the Massey -Omura cryptosystem steps.
EMO-2 Cryptosystem
The EMO-2 cryptosystem is an enhancement of the EMO-1 cryptosystem described above. The enhancement is achieved by adding a second layer of encryption to each transmission, making cryptanalysis more difficult for those who would intercept the message without authorization. Furthermore, the system employs a digital signature which enables the recipient of a message to verify the identity of the sender, providing still another dimension of security. The result is a partially private key, partially public key cryptosystem. More specifically, the EMO-2 cryptosystem is a combination of an EMO-1 private key system and an RSA public key system [3,5,6]. The details of the system construction are described below. Establishing the Communication System. In order to establish an EMO-2 cryptosystem for a network of correspondents, the key center first performs the following functions. For generating strong examples or diagnostically examples and exercises, we have created a maple algorithm that avoids generating the wrong keys or parameters for wich the cryptosystem is at risc from possible eavesdropper and also avoid coming at the wright answer following the wrong method for some mistakes that students usually do. In princip the algorithm avoid the steps described below. should be noted that remains all the cases reviewed in the algorithm of EMO1 cryptosystem adding the below conditions too.
A.
Encrypting and Decrypting algorithm steps have to be evaluated on module n=pq. Where p and q are prime factors. B.
Private keys have to be chosen : 1. (8, 9 ) is that one have to be careful that the value of v and s in module φ(n) should d not be the same as the value calculated by module (n-1) so cannot control when calculated φ(n)=φ(p)φ(q) but it is calculated at the same way as when n is a prime number violatin the cryptographic algorithm conditions. 10. = ≠ Should also avoid case (10,11) when the computations to find the inverse of elements can be performed by the module n in stead of the module φ(n).
The following is an algorithm presented in Maple which avoids these errors in MasseyOmura enhancement cryptosystem (EMO1). This is an algorithm to build strong or diagnostic cryptographic examples too. Because some conditions are executed in the same step of the algorithm that does not tell us exactly which of the error message errors are avoided. If we just separate the "if conditions" adding them the corresponding error message than we can generate diagnostic examples that tells us even what type of error has occurred.
C. The public keys e, t, and private keys d,z have to be chosen in such way that: 1.(e,φ(n))=1 The private key e have to be respectively prime to φ(n) because of the chosen value key u exists the inverse element v. 2.
d≠e If the public key would be the same as the private key d then there is the possibility that even without foundin the inverse element d, the cryptosystem algorithm executed and the output is correct. So if you can not control is implemented correctly or not the algorithm. In this case we do not only generate diagnostic or strong examples but alse avoid choosing such public keys to generate a weak cryptosystem.
3.
e≠t public keys of communicating parties must be different because otherwise the decoding keys would be the same as the actions carried out over the same field. Random selection of the same keys increases the chance of transmitting plaintext instead of RSA encrypted. If the sender encrypts the message by mistake with hes private key z instead of the public key e then he transmits a text where the second encryption key can be "deactivated" instantly since the second key t which is the inverse of z is public in the system. This will turn EMO2 cryptosystem into EMO1 cryptosystem. These is an other circumstance where we do not only generate diagnostic or strong examples but alse avoid choosing such public keys to generate a weak cryptosystem. 4. d≠u otherwise e would be equal to v which directly affects on breaking EMO2 cryptosystem.
5.d≠v for the same reason as 4 because u and v are the inverse elements of each-other as long as the other key will then automatically recognized the inverse v well known that he is breaking the EMO2 and turning it in RSA . 6.d≠e because actions can be computed without the private key d. The following is an algorithm presented in Maple which avoids these errors in MasseyOmura enhancement cryptosystem (EMO1). This is an algorithm to build strong or diagnostic cryptographic examplestoo. Because some conditions are executed in the same step of the algorithm that does not tell us exactly which of the error message errors are avoided. If we just separate the "if conditions" adding them the corresponding error message than we can generate diagnostic examples that tells us even what type of error has occurred. 
> if (gcd(u,n1)<>1 or gcd(u,n)<>1 or gcd(u,n-1)<>1 or v=modp((1/u),n-1) or v=modp((1/u),n) or u=v) then u1 end if; > if(gcd(e,n1)<>1 or gcd(e,n)<>1 or gcd(e,n-1)<>1 or d=modp((1/e),n-1) or d=modp((1/e),n) or e=d) then e1 end if

M-O IN ELLIPTIC CURVE CRYPTOGRAHY
• We suppose that everyone has agreed upon a finite field Zp which is fixed and publicly known.
• Using the Euclidean algorithm, computes its inverse v=u-1mod(p-1) and s=r-1mod(p-1)
• If user A (Alice) wants to send a message M to user B (Bob), first she need to convert the alphanumeric message to an elliptic curve point M, then computes M1=uM mod p and sends it to Bob • Without attempting to make sense of it, he multiplyes the point M1 to his key r and sends the message M2 to Alice.
• The third step is for Alice to unravel the message part of the way by multiplying with his other key v.
•He can read the message just by multiplying this by the key s back to Alice. To make it possible (to build strong cryptographic examples or diagnostic samples) during encryption should be noted that: I) Encryption algorithm is performed over a finite field of characteristic p relatively II) As private keys should be chosen: 1. (u,p-1)=1 so the key u should be respectively prime to p-1 because of the chosen value key u exists the inverse element v. 2. u≠v If the encrypting key u will be equal to the key v there is the possibility that the algorithm will be executed even if one will not find the inverse v=u-1mod(p-1) and the result can be correct. In these way we cannot be sure if there are followed all the right steps of the algorithm. 3. u≠r encryption keys of communicating parties must be different because otherwise the decoding keys would be the same as the computation are made in the same area. Random selection of the same keys increases the chance of transmitting the plaintext rather than encrypted one. If the receiver incorrectly encrypts the message with his key s instead of r then he transmits the plaintext instead of the code. With this condition is also avoided thesituation where performs actions by seder or recipient only. 4. u≠s reasoning similar to the case of point 3.
5. (r,p-1)=1 r -key must also be respectively prime to so one can compute the inverse s. 6. r≠s reasoning is similar to the case of point 2. 7. s≠v reasoning is similar to the case of point 3 too. 8.Computations for finding the inverse element must be performed by module p -1 and not module p. The following is an algorithm presented in Maple which avoids these errors in MasseyOmura cryptosystem. This is an algorithm to build strong or diagnostic cryptographic examples. Because some conditions are executed in the same step of the algorithm that does not tell us exactly which of the error message errors are avoided. If we just separate the "if conditions" adding them the corresponding error message than we can generate diagnostic examples that tells us even what type of error has occurred. `or`(`or`(gcd(u, p-1) <> 1, gcd(u, p) <> 1), v = modp(1/u, n-1 `((P4[1]-y8)*26^(-1), p)-y9, 26) ; 13 5. RSA 5.1. Public Key Generation Generate two prime intigers p and q. Compute ( ) = ( − 1)( − 1). Choose an integer e, 1 < e < , such that gcd(e, ) = 1. Encoding Algorithm [5] Given: modulus n = pq, public exponent ∈ ℤ ( ) * ,and message ∈ ℤ . Find: cyphertext C = M e mod n. Method: find C = M e mod n, preferably by fast modular exponentiation. Decoding Algorithm [5] Given: modulus n = pq, public exponent ∈ ℤ ( ) * , and ciphertext C = M e mod n. Find: M = C e mod n, where d = e -1 mod φ(n). Method: factorise n, to find p and q; calculate φ(n) = (p -1)(q -1); find d = e -1 mod φ(n) using the Extended Euklidian Algorithm; and find M = C d mod n, preferably by fast modular exponentiation.
Errors that the Maple algoritme have to nutralize:
1.
Compute ( ) = − 1 instead of ( ) = ( − 1)( − 1)
2.
Chose the integer e, 1 < e < n, such that gcd(e,n) = 1.
[4] 3.
use φ(n) instead of n as the modulus for Message or Code exponentiation; 4.
use n -1 instead of n as the modulus for Message or Code exponentiation; 5.
When representing a message as digits sometimes is taken A-Z=1-26 and other times A-Z=0-25 on representing the same message. 6.
use n -1 instead of φ(n) as the modulus when finding e -1 ; 7.
use n instead of φ(n) as the modulus when finding e -1 ; 8.
use e instead of d; [4] 
9.
≠ one can compute the code C as C=M e mod n or can compute the message as M=C e mod n 10.
negate the inverse e use φ(n) instead of n as the modulus for exponentiation;
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